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in memory and calling back to you. The hard part is over, time to do some
post-exploitation. You fire up your trusty BOF toolkit and watch the “last”
timer tick up indefinitely.

While an initial beacon can go undetected, performing common post-
exploitation activities from a Beacon Object File can trigger a memory scan
of your process by EDR. This can result in an EDR product finding your
Beacon sitting in memory and killing the process.

Cobalt Strike (somewhat) recently introduced the Sleep Mask functionality,
which serves to hide Beacon in memory while it’s sleeping. This helps
prevent detection by threat hunting tools or memory scanners that look for
Beacon signatures or suspicious artifacts like unbacked executable memory.
As of Cobalt Strike 4.7, Sleep Mask is implemented as a BOF, which provides
the operator with much more control over how Sleep Mask works. This
demonstrates that it is possible to have Beacon encrypted and sleeping
during BOF execution. However, during normal BOF execution, Beacon is
sitting in memory. Let’s look at how to change that.

Beacon object file basics

If you’re unfamiliar with the internals of Beacon Object Files (BOFs), they’re
essentially a way to write position independent code where Beacon handles
loading and linking any dependencies. This allows operators to quickly
develop post-exploitation tooling without the hassle of writing shellcode or
reflective DLLs.

When you execute a BOF, it looks something like this:

1. Beacon allocates memory according to your Malleable C2 settings and

wrritee the ROF eantent
Your privacy choices dles linking any imported functions and finding the

specified entry point of the BOF

3. Execution is passed to the entry point, your BOF content runs, and
Beacon resumes executing

4. Allocated BOF memory is cleaned up according to your Malleable C2
settings

This blog is not intended to be a reference on BOFs, so you can find more
information about BOFs here:
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mov x8, [rbpl]
mov rcx, [r8]

mov rax, [r8+0x8] ; RDX holds Beacon's return address
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Defining the Cobalt Strike Reflective Loader,
PE and Memory Indicators
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KERNEL32SVirtualProtect(beaconBaseAddress, beaconSize, PAGE_READWRITE, &0ldProtect);
DWORD start =
while (start < beaconSize) {

*(beaconBaseAddress + start) ~ mask[start % MASK_SIZE];
start++;
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on.exe : ¢ : x64 : C:
Ox0000000000460000 : 0x0004T000 E :\Us \User\Downloads\beacon.exe
0x0000000000710000 : 0x00002000

Ox06000000000710000 : Ox060001000 0x00000000

0x0000000000730000 : 0xX00002000
0x00000000

200000080000 : 0x0007b000
0x0000000000D80000 : 0x0002d000 0x00000000

Hide free regions EX Developer PowerShell for VS 2022
. : i y theme. d11
Base address Type Size Protection * i y £.d11
Ox7ffaf3df2000 Image: Commit 28 RW | ndow inputframework.dll
0x7ffaf4974000 Image: Commit 2468 RW
Ox7ffaf 494000 Image: Commit 48 RW
0x7ffaf4b97000 Image: Commit 36k RW : v dumped
0x643000 Private: Commit 12k8 RWHG Dumped module 92}d8eeee{shc as VIRTUAL
0xc78000 Private: Commit 12k RW4G Dy dmod T
0x2f32000 Private: Commit 128 RW4G Repontidimped
0x3197000 Private: Commit 128 RW4G
0x3397000 Private: Commit 128 RW+G
0x379b000 Private: Commit 28 RW+G
0x399b000 Private: Commit 128 RW4G
0x401000 Image: Commit 12k RX
0x710000 Private: Commit 46 RX
0x730000 Private: Commit 418 RX
0xd80000 Private: Commit 180k8_RX |
0x7ffad7591000 Tmage: Commit 34K8 RX
Ox7ffad9401000 Image: Commit 44K8 RX
Ox7ffadc761000 Image: Commit 44K8 RX
Ox7ffae4561000 Image: Commit 2,116k8 RX
Ox7ffae5621000 Image: Commit 8k8 RX
0x7ffae69b1000 Image: Commit 304k8 RX
Ox7ffae6dd 1000 Image: Commit 904k8 RX
Ox7ffaead61000 Image: Commit 284k8_RX

this set of rules

PS C:\users\user\downloads> .\yara-4.2.3-20829-win64\yara64.exe C:\users\user\cobalt_strike.yar 9792
warning: rule "Windows_Trojan_CobaltStrike_8519072e" in C:\users\user\cobalt_strike.yar(821): string "$a4" may slow down

scanning
llindows Trojan CobaltStrike 663fc95d 9792
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on. 2 2 : x64 : C
0x0000000000400000 : 0x00041000 C:\Users\User\Downloads\beacon.exe
0x0000000000710000 : 0x00002000

0x0000000000710000 : 6x00001000 0x00000000
©x0000000000730000 : 0X00002000
0x0000000000730000 : 0x00001000 0x00000000
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SUMMARY :

Total scanned:
Skipped:

[Hooked:

IReplaced:

Hdrs Modified:
IIAT Hooks:
Implanted:
lUnreachable files:
jother:

Total suspicious:

PS C:\users\user\downloads> .\yara-4.2.3-2029-win64\yara64.exe C:\users\user\cobalt_:
warning: rule "Windows_Trojan_CobaltStrike_8519072e" in C:\users\user\cobalt_strike.yar(821): string "$a4" may slow dow
scanning
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#include "sleepbof.h"
void go(charx args, int len)({

GetBeaconBaseAddress();

MaskBeacon();

UnmaskBeacon() ;

Your privacy choices

UnmaskBeacon() ;
BeaconPrintf (CALLBACK_OUTPUT, "Output from suspicious code: %s", output);

MaskBeacon() ;
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during execution as a result of the masking. The same goes for using this
code with any complicated loaders — you should ensure that the .text
section of Beacon is properly located before executing. Some debugging
directives have been included to help with troubleshooting.

Detections

As with any C2 related subject matter, detection is a chief concern. However,
detecting BOF-specific execution is not a particularly useful area to focus on.
BOFs are ultimately just position independent code being loaded with a
handful of benign API calls. Detection efforts are much better spent on
detecting Beacon execution and post-exploitation activity. For a BOF to be
useful it must generate some activity on the host or the network, and hunting
these behaviors is far more fruitful. Some example BOF activities could
include enumerating the local host or Active Directory, credential dumping

activities, or injecting into another process.

All of that said, this technique does leave the executing BOF and a Sleep
Mask BOF in memory as unbacked RX (or RWX) regions. These are generally
good indicators of malicious activity for threat hunters and memory scanners
alike. However, as mentioned above, there are ways that these artifacts can
be hidden by a skilled operator.

Below is a non-comprehensive list of resources that you can use for
detecting Cobalt Strike and performing memory analysis.

Cobalt Strike YARA rules, Elastic
PE-Sieve, Hasherezade

Moneta, Forrest Orr

Hunt Sleeping Beacons, @theflLinkk

- ~burn

ender’s Guide, The DFIR Report

Your privacy choices

Conclusion

In this post, we’ve shown how we can apply the same principle as Beacon’s
Sleep Mask kit to provide some extra OPSEC to Beacon during BOF
execution. We believe that this is a relatively simple technique that can
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here

here

CobaltStike | EDR | endpoint detection and response (EDR) | red
team | threat hunting | X-Force

POPULAR
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